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Brief overview of EDB Postgres
subscriptions

Recap existing security
features in EDB Postgres

Advanced Server
Ageﬂda . EPAS 15 Highlights
. . Transparent Data Encryption
npdieng£ras s
New Oracle Compatibility

POStg res | features

Questions and Answers

OEDB



EDB Subscriptions

EDB Postgres
Advanced:

Oracle Compatibility Redwood Mode

Advanced SQL

Advanced Security

EDB Postgres
Advanced:
Redwood and
Berkeley Mode

PostgreSQL PostgreSQL PostgreSQL

Community 360 Standard Enterprise
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—DB Postgres
Advanced Security
—eatures

Features added to Postgres that
exist in current EPAS versions

OEDB

e Data Redaction

e Profile and password
management

e SQL Injection Protection

e Stored procedure source code
obfuscation

e Virtual Private Databases

e FEDB Audit



e Advanced SQL (Berkeley,
Redwood)

O ra C ‘ e o Packages, Autonomous

Transactions, Interval Partitioning,

C O p aJ[ | b | ‘ |J[y Optimizer Hints, COLLECTIONS,

Hierarchical Queries
e Redwood Only Features

Coverage in eXiSting EPAS o Oracle data types, Oracle
versions keywords, Oracle functions, DBA_
USER_ views

o Oracle functions
DBMS_ packages

@]
a UTL_ packages
OeDB ? UTLpackas :
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-DB Postgres
Advanced 15

What is included?

OEDB

Merge with upstream

PostgreSQL 15
o MERGE SQL command, Logical
replication, and backup and
recovery capabilities

Transparent Data Encryption
More Oracle Compatibility
EDB tools are tested with EDB
Postgres Advanced 15

Builds for all supported
platforms






[ ransparer

Data znery

High Level Overview

OEDB

Prevents unauthorized viewing of
data in operating systems files on the
database server and on backup
storage

No application changes or updated

client drivers
o Encryption/Decryption is managed by
Postgres

Flexible Key Management
architectures
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Remote Host

OEDB

TDE with EDB Postgres

==

Master Encryption Key

Unencrypted in Memory

Shared Buffers

8k 8k 8k

XTS-AES
encrypt/decrypt

Encrypted on Disk

8k 8k 8k

WAL Temp

Data Blocks on Disk

hostssl: encrypted in transit

»

>

cUEax0Xtnc5CFWEP/051NBb
UFNF3ySC6b3qDbkb+Jo+73

WclUS1bjrYoCImEOugAzKWj/
e8PRWaTclw1uAB+uk=

Database File contents unintelligible
Even to system administrators



What exactly Is encrypted?

e All Data files
Tables
Sequences
Indexes

TOAST tables
System catalogs

e Write Ahead Log (WAL)

e Temporary files
o tuplestore
o sort
o hashjoin
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What isn't encrypted?

e Metadata internal to the operation of the database (does not contain user
data): pg_subtrans, pg_xact, etc.

File names and file system structure in PGDATA
Data in foreign tables

Server diagnostics log

Configuration files (pg_hba.conf, postgresql.conf)

B

11 4
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Tested and Supported Key Stores

HTTPS-based APIs Oasis KMIP

e Thales CipherTrust Manager

e Amazon AWS Key Management
Service (KMS)

e Google Cloud - Cloud Key
Management Service

e Microsoft Azure Key Vault




OpenSSL

Flexible Architecture - Data Key protected by a passphrase

Wrap the Key Unwrap the Key (postgresqgl.conf)

/usr/edb/as15/bin/initdb -D ${PGDATA}
-y /
--key-wrap-command="'openssl enc -e

data_encryption_key_unwrap_command
= 'openssl enc -d -aes-128-cbc
-pbkdf2 -in %p'

-aes128-wrap -pbkdf2 -out %p'

OQebB (@“ M : M@\M@@%@%



Flexible Architecture - Amazon Key Management Service

Wrap the Key

/usr/edb/as15/bin/initdb -D
S{PGDATA} /

_y/

--key-wrap-command="crypt encrypt
aws --out %p --region us-east-1
--kms alias/pg-tde-master-1'

Unwrap the Key (postgresqgl.conf)

data_encryption_key_unwrap_command =
--in %p --region us-east-1'

‘crypt decrypt




Flexible Architecture - Thales Cipher Trust Manager

Wrap the Key

/usr/edb/as15/bin/initdb -D
S{PGDATA} /

_y/

--key-wrap-command="python

./edb_tde_kmip_client.py encrypt
--key-uid=... --out-file=%p

Unwrap the Key (postgresqgl.conf)

data_encryption_key_unwrap_command = 'python

./edb_tde_kmip_client.py decrypt --key-uid=...

--in-file=%p"

THALES




Data on disk without 1DE

S hexdump -C 16416 | grep abc
0ooo1ffo 09 61 62 63 15 31 32 33 20 20 20 20
20 20 00 60 |. . .

insert into tbfoo values ('abc', '123");
INSERT 6 1

select pg_relation_filepath('tbfoo');
S hexdump -C 16416 | tail -5
*

pg_relation_filepath
00001fdo 00 00 00 00 00 0O 0O PO el 02 0O 0O
00 00 00 00

00001fe0 0O 0O 0O 0O 0O 0O 0O VO 01 0O 02 00
02 08 18 00

00001ffo 09 61 62 63 15 31 32 33 20 20 20 20
20 20 00 00 |. . .

00002000

base/5/16416

QEDB y

© EnterpriseDB Corporation 2023 - All Rights Reserved



Data on disk with TDE

insert into tbfoo values ('abc', '123'); S hexdump -C 16416 | grep abc
INSERT 0 1 S

select pg_relation_filepath('tbfoo'); S hexdump -C 16416 | tail -5
00001fcO c8 O0f 1d c8 9a 63 3d dc 7d 4e 68 98
pg_relation_filepath b8 f2 5e 0@a Nh. .. 2|

00001fdo 9a eb 20 1d 59 ad be 94 6e fd d5 6e
base/5/16416 ed 9a 72 8¢ |.. .Y...n..n..r.|

00001fe@ 7b 14 7f de 5b 63 e3 84 ba 6¢c e7 bé

a3 86 aa b9 |{...[c...1

00001ffo fe 4f 07 50 066 b7 ef 6a cd f9 84 96

b2 4b 25 12 |[.0.P...j

00002000

QEDB .

© EnterpriseDB Corporation 2023 - All Rights Reserved
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Merge with
upstream
PostgresQL 15

EDB was a major contributor to
the following enhancements

OEDB

e Developer Productivity -
MERGE SQL Command

e Security - Fewer operations
require superuser

e Backup and Recovery - New
compressions options and
server side compression

e Lots more..

20



Oracle
Compatipility
Nnv1o
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htp.address (
cvalue varchar2
chowrap varchar2

cclear varchar2
H T P a m d H T ’: cattributes varchar2 Ji
htf.address (

NeW Oracle S-ty|e Package cvalue, cnowrap, cclear, cattributes
)

varchar2;

Consist of 88 procedures!

OEDB




DBMS_U TILITY

Expanded Coverage

Now with support for 17
functions/procedures

Previously 15
functions/procedures

OEDB

DBMS_UTILITY.FORMAT_ERROR_BACKTRACE
VARCHARZ2

DBMS_UTILITY.FORMAT_ERROR_STACK
VARCHARZ




e SQL

O ra C e o  MERGE Syntax

o UPDATE..SET ROW syntax support

COmpatbmJ[y e Functions

o extractvalue

rexp_like (PostgreSQL 15)
from_tz
. to_timestamp_tz
functions to_clob, to_blob, to_nchar
to_multi_byte, to_single_byte
reverse
numtodsinterval

New supported SQL and

OEDB







-DB Docs

Detailed documentation

Q. https:/fenterprisedb.com/docs/tde/latest/
EDB /docs tde > c Advanced Search

Transparent
Data Encryption

Transparent Data Encryption Suggest adits

Transparent data encryption (TDE) is an optional feature supported by version 15 of EDB
DIFFERENCES FROM POSTGRES Postgres Advanced Server and EDB Postgres Extended Server with high availability.

ON THIS PAGE

It encrypts any user data stored in the database system. This encryption is transparent
to the user. User data includes the actual data stored in tables and other objects as

well as system catalog data such as the names of objects.
WORKING WITH ENCRYPTED FILES

UPGRADING

TESTING

Databasa File contonts unintoligitie
Even tosystem.

What's encrypted with TDE?

OEDB

26



Early Bird Registration is OPEN! FEEIER

NOW!

E D B Make the Move at the ultimate Postgres everywhere

POSTGRES event.
v I S I o N e Dive deeper into Postgres with educational sessions

e Learn from EDB and Postgres experts

May 9 — 11, 2023 e Discover fresh insights from industry thought leaders

The Bellagio Hotel & Casino

Las Vegas, NV e Hear exciting EDB product announcements

e Network with your peers



https://events.enterprisedb.com/LDENvG?RefId=call-for-speakers
https://events.enterprisedb.com/LDENvG?RefId=call-for-speakers
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